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Foundations of



70+ Active PhDs, postdocs, engineers



Center for SafeAI

We dream that 

AI is synonymous to Safe and Responsible AI 

When achieving AI is about performance, and 
measuring intelligence remains to be an art, 
reasoning about its safety should be science.
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AI is impressive at performing arts 

• GPT-4 scored in the top ~10% of test takers on a 
simulated U.S. bar exam

• High scores on multiple AP exams, including 
Biology, Psychology, History, Calculus

• Close to passing USMLE-style medical exams
• Gemini with Deep Think: gold-medal standard at 

the International Math Olympiad
• …



Humanity's Last Exam



AI failing to perform well enough

• Self-driving car accidents 
• AI hallucinations in search
• Algorithmic trading systems causing flash crashes
• Hiring algorithms biases
• Skin cancer detection models failing on darker 

skin tones
• Racial bias in predicting reoffending risk
• …



Perpectives on AI failures

• All models are wrong, some are useful

• Accuracy and capability mixed with reliability

• Lack of world models

• Hallucinations

• Allowing for AI misuse

• Lack of ethics-awareness, legal compliance

• …



SafeAI: SafeRL, SafeLLM, Safe... 



AI in the lab  AI in the real-world



Capability vs. Safety dimension



How do we define Safety/Reliability?

AI model / software code is compliant if it

• does what we want

• doesn’t do what we don’t want

under all relevant application scenarious

Classifying images vs. researching open question



How do we know if a model/system is reliable? 

• Benchmarking: how well does AI score, does it 
meet a standard?

• Stress-testing, red-teaming: are there failure 
modes?

• Provably safe: by design and/or verification



Provably safe AI

AI for SE: from vibecoding to vericoding
• Require machine-checkable proofs
• Treat advanced AI as a potentially adversarial system
• Specify safety requirements formally
• Use AI to make verification scalable
• Distil neural networks into verifiable components
• Make quantitative safety guarantees a deployment requirement
• Secure the complete sociotechnical system, not just AI model

M. Tegmark: Provably safe systems: 

the only path to controllable AGI arXiv:2309.01933

https://arxiv.org/abs/2309.01933


Hard to solve problems
Specification: How do we formally express complex 
human values and prohibited outcomes? 

Feasibility: Extracting general intelligence from NNs, 
LLMs into fully verifiable code remains highly speculative

Compositionality: Verified components can interact 
unsafely

World-model adequacy: A correct proof based on an 
incomplete model of reality may provide false confidence 

Human and organizational misuse: A technically verified 
system may still be deployed toward harmful objectives 
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The rise of benchmarking: 
Anything goes principle

● Split data: training / test
● Keep test data in the vault
● Anything goes on training data
● Rank solutions wrt their test 

data performance



The Emerging Science of 
ML Benchmarking
Moritz Hardt: https://mlbenchmarks.org/ + ICML’24 & ECMLPKDD’24 

keynotes:

● Reproducibility and (some) generalizability

● Driving progress, tracing progress

● Overfitting / overtesting is not as scary

https://mlbenchmarks.org/


Evidence in favor of benchmarking

Driving progress & appreciation by the community
● DARPA challenge / UCI repository,
● MNIST => ImageNet,
● A zoo of benchmarks,

Promoting ML benchmarks
● Kagle competitions
● NeurIPS Datasets & Benchmarks
● MLCommons



Anything goes 

if you have a good benchmark



David J. Hand: Illusion of progress
Many benchmarking studies: 

• “fail to take into account important aspects of real problems, 
so that the apparent superiority of more sophisticated 
methods may be something of an illusion” 

• do not include sources of uncertainty like distribution shift 
that would outweigh the perceived yield performance of the 
winners

• do not provide the test sample that would represent the 
population to be encountered in the future (that is likely to 
differ from the past) David J. Hand, Classifier Technology and the Illusion of 

Progress, Statistical Science 21 (1), 2006



$1 Million Prize Competition
Launch (2006):  $1M to anyone who could beat theirs by 10%
Goal: Enhance personalization by predicting user ratings more accurately
Participants: Over 40,000 teams, ~200 countries submitted solutions
Winner (2009): “BellKor’s Pragmatic Chaos” claimed 10.06% improvement

Impact?

● Netflix never deployed the winning solution 

○ engineering complexity

○ RMSE is not a suitable metric to optimize for

● Popularized RecSys / collaborative filtering R&D

● Popularized large-scale data science competitions - leaderboards



Eamonn Keogh:
Current Time Series Anomaly Detection Benchmarks are 
Flawed and are Creating the Illusion of Progress

• “the community needs to stop using NAB, Yahoo S5, 
NASA SMAP and NASA MSL to test time series anomaly 
detection algorithms”

• A taxonomy of benchmark flaws: Triviality, Unrealistic 
Anomaly Density, Mislabeled Ground Truth, Run-to-
failure Bias

https://arxiv.org/pdf/2009.13807

https://www.youtube.com/watch?v=3gH-65RCBDs&ab_channel=EamonnKeogh



The Leaderboard mindset curse

● Illusion of progress
● Favouring complex over simpler solutions 
● Favouring internal (at expense of ecological) 

validity

Might it be stimulating wrongdoing?
● Ignoring the purpose and real needs 
● Ignoring relevant domain knowledge 

(of the data generation process) 
● Gaming rather than understanding



ML benchmarking: validity of findings

Internal validity: Is our result reproducible and 
trustworthy here?

External validity: Will it hold elsewhere?

Ecological validity: Does it matter in the real world?

Different validity threats lead to different 
(mis)understanding about ML models



Construct validity issues

• Benchmarks fail to measure what they claim 

• Review of 445 LLM benchmarks: vague or missing 
definitions of “what is being measured” 

• Metrics that don’t align with real-world 
capabilities 

• Lack of methodological rigor

Results can be misleading or overinterpreted

https://cacm.acm.org/news/measuring-what-matters-in-large-language-model-performance/



Does Benchmarking Work?

• “What get measured, gets improved” 
Peter Drucker

• “When a measure becomes a target, it ceases 
to be a good measure” Goodhart's law 



How about Anything goes in FairML?

Three guiding questions:

• Do we truly understand what (fair)ML is optimizing for?

• Are there exceptions to the Goodhart's Law?

• Does the end justify the means?



Anything goes as optimization

• Anything goes vs. 
dangers of blind 
optimization

• Anything goes vs. 
it's not only 
about the result, 
it's about how 
we reached it



(fair)ML as optimization



COMPAS: Re-arrest Prediction 

https://www.technologyreview.com/2019/10/17/75285/ai-fairer-than-judge-criminal-risk-assessment-algorithm/



Is There a Trade-Off?

Is There a Trade-Off Between Fairness and Accuracy? A 
Perspective Using Mismatched Hypothesis Testing, Dutta 
et al. ICML 2020

• “Our most important result is to theoretically show that 
for a fair classifier with sub-optimal accuracy on the 
given biased data distributions, there always exist ideal 
distributions such that fairness and accuracy are in 
accord when accuracy is measured with respect to the 
ideal distributions. Through this perspective, there is no 
trade-off between fairness and accuracy”



FairML: not an Optimization problem

Cherry on the Cake: Fairness is NOT an Optimization Problem 
(Favier & Calders, MLJ 2025) https://arxiv.org/pdf/2406.16606
• By employing the tools of cake-cutting theory, described the 

behavior of optimal fair decisions, which, counterintuitively, 
often exhibit quite unfair properties. 

• Specifically, in order to satisfy fairness constraints, it is 
sometimes preferable, in the name of optimality, to 
purposefully make mistakes and deny giving the positive 
label to deserving individuals in a community in favor of 
less worthy individuals within the same community. 

• “blatantly unfair”, cherry-picking 

https://arxiv.org/pdf/2406.16606


What are we Benchmarking?
 Methods vs. Models vs. Systems

Another illusion of progress?

• performance of fairML methods is unstable

• complex methods regularly do not perform better 
than simple baselines

• fairML methods are shown to have undesirable 
side effects (levelling down, i.e. worsening 
performance for all groups to achieve fairness)
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Framework for Ensuring Reliable AI Systems

https://arxiv.org/pdf/2405.06624



Framework for Ensuring Reliable AI Systems

https://arxiv.org/pdf/2405.06624



Framework for Ensuring Reliable AI Systems

https://arxiv.org/pdf/2405.06624



AI Safety Benchmarking



AI evals: bringing back real-world context

From Benchmarking to Understanding 
FairML
(Pechenizkiy et al., ECAI 2025)

Can We Trust AI Benchmarks? An 
Interdiscipli-nary Review of Current Issues 
in AI Evaluation (Eriksson et al., 2025)

How Should AI Safety Benchmarks 
Benchmark Safety? (Yu et al., 2026)



Reuse of Benchmarks

• Reproducibility and reusability: systematic 
comparison of many models under controlled 
settings – internal & external validity is ok

• Secondary data analysis and repurposing 
benchmarks: internal & external validity can be 
damaged 

=> Continuous development of dedicated 
benchmarks suitable for research questions at hand, 
e.g. HASARD for SafeRL (Tomilin et al., ICLR 2025)



Beyond improving a score

• Moral justification of fairness intervention
– "It's not (only) about the result, it's about how we 

reached it.”
• Lack of grounding and ecological validity

– Benchmarking strips the normative choices and 
institutional context

• The law is not a decision tree
– Reasonable ineffectivess of anything goes in fairML



Does the end justify the means?

How is fairness intervention justfied, other than by some 
achieved fairness scores?



Towards better benchmarking?

• Quantitative vs. qualitative

• ML model vs. lifecycle-aware evaluation

• Static vs. dynamic & continuous evaluation

• Safeguards to ensure robust evaluation

• Measuring actual safety behavior next to capabilities

• Stress-testing playbook

• Good and bad practices of SafeAI evaluation





Easy vs. hard to evaluate tasks

• AI agents can conduct 
research when the result 
is easily verifiable 

• Open-ended AI research 
is much harder to study 
and much harder for 
agents to perform



Easy and hard to evaluate aspects



They do not want to take over



Today’s understanding of AI is still limited,

So are our tooling for its comprehensive evaluation

• debugging, profiling, certification, auditing, stress-testing

• evaluation of AI with/without human-in-the-loop

Challenges and Outlook
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